INTRODUCTION
The introduction of smartphones has revolutionized the usage of social media with the ability to be constantly connected to thousands of people at once. In a single day, a person can update her Facebook status, tweet her opinions, and provide a photo-documentary of the day's activities through Instagram. It is expected that individuals will have social media accounts and will update them continuously. Instagram, in particular, has transformed the use of social media. Now, people can tell stories through their photos. Not only is Instagram being used by the average person but it has become an avenue for professional photographers to share their work and allows celebrities to connect with their fans. However, these technologies raise various legal and policy concerns. This Article will provide a brief introduction into the privacy issues surrounding Instagram and a discussion of the legal and policy concerns emerging from the usage of such applications. Part I will outline the available protection and illustrate how the protection is lacking. Part II will use the recent Instagram controversy as a case study to give concrete parameters to the legal analysis. Part III will introduce the privacy concerns raised by individuals when the change in service announcement was made by Instagram. Part IV will introduce the use of Instagram by professional users who are significantly impacted by such privacy issues. Part V will discuss policy concerns surrounding regulation or deregulation of the industry. Finally, Part VI will suggest policy changes to protect application users in the future.
I. AVAILABLE PROTECTION
The available protection for photography primarily comes in the form of copyright protection. "Copyright protection subsists . . . in original works of authorship fixed in any tangible medium of expression, now known or later developed" including the category of pictorial, graphic, and sculptural works.
1 Title of a work vests in its author when the work is created.
2 Copyright protection also vests when the work is created.
3 Furthermore, copyright protection is afforded to the author regardless of whether the work is published. 4 Under such protection, a photographer's work is automatically protected by United States copyright law. An owner has the ability to waive such copyright protection; however, waiver requires that the work be specifically identified in a written document that is signed by the author.
5
The remaining issues are the copyright factors that are involved in posting photographs from one's phone through an application. It is clear from United States copyright law and the incorporation of the Berne Convention 6 that copyright automatically extends to such a work. As publication on the Internet does not equate to submitting one's work into the public domain where anyone can make use of it, 7 submission of one's photos to a smartphone application should also be treated similarly. However, within terms of service contractual agreements, individuals effectively relinquish their copyright protection, oftentimes without even knowing that they are doing so. 8 However, regardless of copyright protection, when releasing photographs into applications, individuals are only as protected as the terms of service allow. Thus, individuals must place their trust in the developers and owners of the applications. Some applications, such as Instagram, build a great sense of goodwill and trust, expanding their user base to millions of individuals.
9 However, what is bound to occur when the policies are changed and the trust is broken? The subsequent case 10 Instagram altered camera phone photography in a way that few could anticipate. Systrom and Krieger strived to create an application to "make phone photography fast, simple and beautiful," 11 and to allow users to add "a specific 'mood and tone'" 12 through the Instagram filters. Not only did Instagram change the use of smartphones to take photos, but it also changed the ability to share photos.
Instagram operates almost exclusively on a mobile platform 13 and links to Facebook, Twitter, and Tumblr, making it "super-simple to share photos" on other platforms in addition to an individual's followers on Instagram.
14 Douglas Rushkoff stated: " [Instagram] has spawned a new visual language, a new etiquette of sharing and outpouring of creativity in the form of contests, collaborative art exhibits and personal expression." 15 As of September 2012, Instagram had more than 80 million users from around the world, including world-renowned photojournalists.
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Change in Terms and Outrage
It is common knowledge that people usually do not read the terms of service agreements. People do not view these as legally binding agreements but rather as the last hurdle to overcome before using the latest application. 17 Whether the failure to read terms of service agreements is a matter of laziness or motivated by some other rationale, the bottom line is that it may be the most practical answer. A study conducted by Carnegie Mellon professors in 2008 indicated that a single 10 Id. 16 Laurent, supra note 9. 17 Luckerson, supra note 8.
Internet user is inundated with almost 1,500 privacy policies in a single year. 18 For the average layperson, this is approximately 3,750,000 words per year in privacy policies. 19 However, when major changes in terms of service are made public, outcry ensues.
Instagram fostered goodwill through creating a unique application that people love to use. 20 However, in December 2012, Instagram threatened this goodwill by changing its terms of service:
To help us deliver interesting paid or sponsored content or promotions, you agree that a business or other entity may pay us to display your username, likeness, photos (along with any associated metadata), and/or actions you take in compensation with paid or sponsored content or promotions, without any compensation to you.
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This initiated a myriad of angry responses from users and non-users alike.
Tumblr blogs exploded with criticism following the changes in the terms of service. 22 Threats emerged from individuals, professionals, and celebrities to drop the application and choose other venues for sharing their photos and experiences. Fears of exploitation ran rampant after the changes in the terms of service. Celebrities, such as Kim Kardashian, Anderson Cooper, and Rosario Dawson, all threatened to leave Instagram because of the changes to the terms of service. 23 The fear of a sharp decline of users and a total loss of goodwill encouraged Instagram to backtrack and revert to the old policy.
Backtrack
In the age of the Internet, news travels fast and bad news travels faster. Within a day of releasing the proposed new terms, Systrom responded to the backlash by posting on the Instagram blog backtracking from the new language:
Our intention in updating the terms was to communicate that we'd like to experiment with innovative advertising that feels appropriate on Instagram. Instead it was interpreted by many that we were going to sell your photos to others without any compensation. This is not true and it is our mistake that this language is confusing. To be clear: it is not our intention to sell your photos. We are working on updated language in the terms to make sure this is clear.
her photos. 29 The question remains as to how much of Instagram users' privacy is actually protected?
III. PRIVACY CONCERNS "Technological advancement holds little, if any, promise for privacy these days. Advancing technology brings mostly threats, potential and realized, to privacy interests . . . ."
30 Technology has enormously improved everyday life, but with every improvement comes potential downfalls. Today's society has become accustomed to less privacy, but is this enough reason to allow such infringements to continue? Or, do individuals assume the risk by partaking in such technological advancements?
Camera phones have made it infinitely easier to photo-document one's life. Applications, like Instagram, allow individuals to not only document their lives for themselves, but also to share their experiences with the world. Whether it is a night out with one's friends or a trip around the world, the experience is shared with all. Richard Koci Hernandez, professional photographer, said: "For me, photography is my memory. I've chosen photography to prove I exist. I see my captured view of the world as my search for meaning. For me, words are often inadequate, so I choose to define my experiences with photographs." 31 Camera phones have enabled everyone to approach photography in a similar manner.
Private Photos Become Advertisements
When an application or organization steps in and declares that it can use an individual's photos for advertisement purposes, the integrity of that individual's photo is threatened. Noah Kalina, Mark Zuckerberg's wedding photographer, stated: "if a company wants to use your photos for advertising they need to TELL you and PAY you. to take possession of photographs and sell them for profit, regardless of the application owner's expressed intention.
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Celebrity Use of Instagram and Potential Exploitation
Selling users' photographs without permission impacts all users of such an application; however, the effect on celebrities far surpasses the effect on the average user. Celebrities use their name recognition to generate millions of dollars each year through their various business ventures. 34 Furthermore, celebrity endorsements comprise approximately one-fifth of all advertisements.
35 Celebrity endorsements are used to build trust with potential customers and trigger remembrance of a brand. 36 Thus, celebrities have a privacy and financial interest in protecting their photographs (or other individuals' photographs of them) from being sold without permission. 37 Laurent, supra note 9. 38 Id. 39 Paul, supra note 20.
announced: "We are very concerned with the direction of the proposed new terms of service and if they remain as presented, we may close our account." 40 The ability of an application to sell a user's photos could lead to the potential exploitation of that user's name. Wil Wheaton professed the concern: "if someone Instagrams a photo of Seth Green walking through an Urban Outfitters, does that mean Urban Outfitters can take that image and use it to create an implied endorsement by Seth? . . . What if the picture is taken by a complete stranger? Who gets final say in how the image is used? The subject, the photographer, or Instagram?" 41 This statement perfectly encompasses the privacy infringement concerns raised by celebrities regarding such applications.
IV. SMARTPHONE CAMERAS REVOLUTIONIZE PROFESSIONAL PHOTOGRAPHY
Smartphone cameras have given rise to a new form of photography by providing a new tool for artists to utilize.
42 "Smartphone artwork is becoming recognized as a viable new media form, providing an opportunity for veterans to expand their style and reach." 43 In conjunction with the emergence of a new tool, Instagram created a new platform for professional artists and photographers to share their work.
National Geographic signed a brand partnership with Instagram in 2010 with the original goal of sharing photos and offering photography challenges. 44 Over time, however, the partnership has evolved to "become an integral part of the magazine's operations, with professional photographers taking over NatGeo's feed of images, reporting instantly from their travels and photo shoots." 45 Furthermore, National Geographic's photographers have created their own accounts for various purposes: opening a window into their personal lives, sharing their creative process, endorsing their passions, or documenting their notes. 46 43 
Id.
44 Laurent, supra note 9. 45 Id. 46 
Instagram has provided professional photographers the opportunity to form a connection with the public and their fans. 47 Despite the seemingly amateur nature of the standard smartphone that a majority of people have in their purses or pockets, professional photographers still must use their skills to create high-quality photographs. Richard Koci Hernandez noted: "Apps and filters only change a photo's look and aesthetic feel. That doesn't make a better photo. If you put lipstick on a pig, it's still a pig." 48 As such, professional photographers have a greater interest than the standard user in photos uploaded on applications like Instagram. Professional photographers make their living with their photos so, if another entity, such as Instagram, begins selling their photos, it can affect their livelihood.
V. POLICY CONCERNS-SHOULD STRICTER PROTECTION BE AFFORDED TO USERS?
Given that copyright protection only protects individuals as long as they do not relinquish those rights, one must turn to another area of the law for viable protection. What protection exists within contract theory for users of applications?
Traditional Contract Law and the Doctrine of Unconscionability
The Restatement (Second) of Contracts states that if a contract or term is found to be unconscionable at the time the contract is made, courts may or may not refuse to enforce the contract. 49 Unconscionability arises in two prongs: procedural unconscionability and substantive unconscionability.
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Procedural unconscionability refers to the bargaining process and how the contract was negotiated 51 or whether terms were buried in fine print. 52 Substantive unconscionability pertains to the actual fairness of the terms. 53 Most courts have held that both procedural and substantive unconscionability are needed for a 47 Id. 48 Id. contract to be deemed unconscionable 54 and have adopted a sliding scale determination. 55 The sliding scale determination indicates that "the more egregious the procedural unconscionability, the less substantive unconscionability need be present, and vice versa."
RESTATEMENT (SECOND) OF CONTRACTS § 208 (1981
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The Doctrine of Unconscionability Transposed to Electronic Agreements
It is commonly known that "people who sign standard form contracts rarely read them," 57 despite the traditional legal doctrine imposing a "duty to read." 58 As such, "clicking, 'I agree,' in an online transaction is generally a sufficient manifestation of assent for courts to find that a party has agreed to the terms of the contract, regardless of whether a party understood or read those terms."
59 At this point, individuals have entered into a legally enforceable agreement. 60 Smartphone applications provide terms of service for individuals to read before downloading them to their phones. Often, these individuals do not read the said terms and are then bound by them. These standardized forms can have important, unusual, or unexpected clauses that provide an element of surprise to users. Given that these terms are buried in the fine print 61 of thousands of words, 62 one could claim a certain degree of procedural unconscionability.
These terms of service then impose unfair terms on users. Substantive unconscionability results most often when the procedural unconscionability allows harsh or one-sided terms in the contract. 63 In the realm of Smartphone applications, these terms of service include important terms that people do not read resulting in renunciation of their rights. This is where individuals, oftentimes unknowingly, consent to waive their copyright rights. 64 54 Id. 55 Id. at 482. 56 Warkentine, supra note 50, at 482. 57 Id. at 469. 58 Id. at 476. 59 Tomain, supra note 30, at 13. 60 Ed Bayley, The Clicks that Bind: Ways Users "Agree" to Online Terms of Service, ELECTRONIC FRONTIER FOUNDATION (Nov. 16, 2009), https://www.eff.org/wp/clicks-bind-ways-usersagree-online-terms-service. 61 Warkentine, supra note 50, at 481-82. 62 Luckerson, supra note 8. 63 Warkentine, supra note 50, at 482. With the emergence of theories such as the "terms later" theory, 65 more responsibility is being placed on the consumers of a service or product to read and understand the terms. 66 Assistant Professor of Law, Joseph A. Tomain, stated: "the law continues to ignore reality and holds consumers to unfavorable terms when they cannot really be said to have meaningfully consented to all the terms of an adhesion contract." 67 Individuals unknowingly abandon rights to their intellectual property when an application in a single line of the terms of service declares that the user's data can be sold and used in advertisements.
Is the Market an Effective Means of Control?
Copyright laws do not protect the users' data as the users actively relinquish the protection when clicking to agree to terms of service. 68 The doctrine of unconscionability fails to protect users from application owners wielding their superior power to take away individuals' rights. Thus, the question remains, how can users' interests be protected? Adam Smith's theory promulgated in the Wealth of Nations illustrates the natural phenomenon of the invisible hand that guides "free markets and capitalism through competition for scarce resources."
69 Thus, the market does not need control or regulation because competition will control the market itself. Here, the scarce resources are the users' data and smartphone photos. 70 There are other application services that are available now or will emerge in the future to provide alternative means for users to display their photos. 71 Thus, the potential competition can control the original application's behavior.
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In the case of Instagram in December 2012, the market served as an effective means of control. Photojournalist, Richard Koci Hernandez, stated:
I have my fingers crossed that they, Instagram, will listen to the voice of the community and reverse the new terms of service, but I'm not holding my breath . . . I don't feel like debating the terms of service or being too nostalgic about the old days of Instagram, I feel that it's so much better just to take our work and more importantly friendship and conversation to another place that respects our rights and ownership as creators. . . . Let's move the party to a new location. 73 Competitors of Instagram made it clear that they had no intention of selling users' photos. Yahoo, owner of Flickr, stated: "(w)e feel very strongly that sharing online shouldn't mean giving up rights to your photos." 74 The outrage and perhaps, the fear of competition spurred the Instagram creators to revert to the original terms of service. Systrom emphatically declared: "Instagram users own their content and Instagram does not claim any ownership rights over your photos . . . nothing about this has changed. We respect that there are creative artists and hobbyists alike that pour their heart into creating beautiful photos, and we respect that your photos are your photos. Period." 75 The drama seemed to subside from the Instagram controversy, and resultantly, celebrities and photojournalists continued to use the service.
VI. POLICY CHANGES
Despite the reversion to the original terms, users' rights in their photographs posted through Instagram are still questionable. 77 The market served as an effective means of preventing Instagram from explicitly removing rights. 78 However, the threat still exists. As a country, the United States places high emphasis on protecting individuals' rights in their creative works as demonstrated by copyright protection. 79 Yet, that protection is unknowingly relinquished by most users.
80 73 Gross, supra note 32. 74 Id. 80 Tomain, supra note 30, at 13.
Government Intervention
In order to prevent unconscionability, the government could regulate how terms of service may be altered. These mandates would eliminate procedural unconscionability by declaring that terms cannot be buried in the fine print. Furthermore, public notice requirements would eliminate the ability of such applications to revise policies, create backlash, and then backtrack. 81 Such governmental mandates would protect both users and the applications, by protecting intellectual property and goodwill, respectively. However, such protection comes with a price: administrative costs for the government and taxpayers and compliance costs for the organizations. 82 Copyright reform is another avenue that the government could adopt. Copyright law currently protects the rights of authors to attribution and integrity, and contains explicit requirements to effectuate waiver. 83 In order to effectuate waiver, the author must expressly agree through a written instrument that identifies the work and the uses of that work. 84 Currently, it seems that terms of service agreements supersede this protection. Copyright reform, taking into consideration burgeoning technology, could add protection for application users.
Market Control
With the technological advances and the age of social media, individuals are now more connected than ever. The Instagram debacle emerged as a result of blog posts by angered users that spurned a domino effect of outrage online and in the media. To a certain extent, young individuals have an expectation that data may be shared; 85 however, their views change when another entity profits from such data sharing. Instagram users were outraged and educated each other about the issue, and encouraged behavior to facilitate change. Celebrities and photojournalists encouraged boycotts of the service, indicating that they would "move the party to a new location."
The downfall to market control in this situation is that true market control is financially driven. 87 These applications are free services, and such changes in terms of service are made to generate income for the application through advertisements by using user data in conjunction with advertisements.
88 Douglas Rushkoff, noted: "For if we're not paying in money, we'll end up paying with something else." 89 Hence, the market is not an entirely effective means of control.
A Proposed New Policy
Given the limitations of both governmental regulation and market control, there needs to be some hybrid of the two for optimal user protection. Governmental regulation should intervene to ensure that the unconscionability in such contracts does not abolish users' rights in their property. The emergence of smartphones and camera phones has revolutionized photography and art in general. 90 The convergence of technology and new art methods in the form of applications has shown that current copyright law is not equipped to provide adequate protection. Users rely on terms of service when they download and begin using the application. Allowing owners of the applications to be able to change the terms of service and retroactively remove the user's interest from the photographs contravenes the protective nature of copyright law. Copyright vests when the work is created 91 and waiver must be specific.
92
Copyright protection should be explicitly extended to cover photographs produced by smartphones. It should not be possible to effectuate waiver of said copyright through buried lines in terms of service. Thus, there should be governmental regulations indicating how and to what extent terms of service can be changed. These regulations should be used to protect individuals' reliance interests so that applications cannot retroactively claim an ability to sell users' data that was uploaded when such ability was not provided for in the terms of service. From that point, the market control will regulate the actions of smartphone applications through the innovation of new and emerging technologies and the competition provided by existing applications. 87 Swire, supra note 82, at 1. 88 Paul, Instagram Updates, supra note 21. 89 Rushkoff, supra note 15. 90 Russell, supra note 42. 
